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DIGITAL WORLD

 A new way of interaction and communication.

 e-commerce: “consists of the buying and selling of 

products or services over electronic systems such as 

the Internet and other computer networks.” 

(Wikipedia)

 e-government: “the use of information and 

communication technology to provide and improve 

government services, transactions and interactions 

with citizens, businesses, and other arms of 

government.” (Wikipedia)
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OLD WORLD VERSUS NEW WORLD

 In the conventional world, a commitment is 

achieved by getting a player to sign a statement 

on a piece of paper.

 In the digital world, the same needs to be created 

(at least, to simulate the conventional world). 

This gives rise to digital signatures.
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TWO BASIC TASKS

 Encryption.

 Authentication.

 Two basic notions.

 Conventional or classical notion: secret or 

symmetric key cryptosystems.

 Paradigm shift: asymmetric key cryptosystem 

(Diffie-Hellman, 1976).

4



ASYMMETRIC KEY CRYPTOSYSTEM

 Public key agreement.

 Public key encryption.

 Digital signature.

 In practice a combination is actually employed.
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INDIAN IT ACT, 2000, 2006

Provides legal sanctity to digital 

signatures based upon the

principle of equivalence to 

handwritten signatures.

Provides for the creation and 

management of PKI in India.
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INDIAN IT ACT, 2000, 2006

 Cascaded amendments to several other acts.

 Indian Evidence Act, 1872.

 Banker’s Book Evidence Act, 1891.

 Reserve Bank of India Act, 1934.

 Indian Penal Code.

 Covers aspects other than digital signatures.

 Issues related to digital distribution of obscenity.

 Issues related to wire-tapping by governmental 

agencies.
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IT ACT HISTORY

IT Act 2000

IT Act Amendment(2008)

Modifications in Other Act's
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GUIDELINES ISSUED BY CCA

 OID (object Identifier)

 Audit Frequency

 Storage of Private key

 India PKI CP Ver 1.1

 DSC (digital Signature Certificate) 

Interoperability Guidelines

 NRDC (national repository of Digital Signatures) 

Submission

 Site preparation guidelines
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ENCRYPTION AND AUTHENTICATION

10

S D

K K

CONVENTIONAL ENCRYPTION



ENCRYPTION AND AUTHENTICATION
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R stands for Private



ENCRYPTION AND AUTHENTICATION
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ENCRYPTION AND AUTHENTICATION
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AUTHENTICATION BY DIGITAL SIGNATURES


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CERTIFYING AUTHORITY

 A CA has a key pair (pkC, skC).

 Bob obtains certificate.

 Bob generates (pkB, skB); sends pkB to CA.

 CA signs (Bob, pkB) using skC to obtain B;

 Bob’s certificate: (Bob, pkB, B).

 Alice verifies (M, ) signed by Bob.

 Verifies (Bob, pkB, B) using pkC.

 Verifies (M, ) using pkB.

 Trust:

 Alice trusts pkC;

 hence, Alice trusts pkB.

15



X.509 CERTIFICATE FORMAT

 version number

 serial number

 signature algorithm ID

 issuer name

 validity period

 subject name (i.e., certificate owner)

 certificate owner’s public key

 optional fields

 the CA’s signature on all previous fields
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Elliptic Curve (EC) systems: elliptic curve 
analogs of DL systems.

 Integer Factorization (IF) systems: RSA 
encryption; RSA, Rabin-Williams signatures.

Key agreement schemes.

 Signature schemes: DL/EC scheme with 
message recovery; PSS, FDH, PKCS #1 
encoding methods for IF family; PSS-R for 
message recovery in IF family.

Encryption schemes: Abdalla-Bellare-
Rogaway DHAES for DL/EC family.
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RULES GOVERNING KEY PAIRS

 CA: at least 2048-bit RSA keys;

 users: at least 1024-bit RSA keys.

 CA has to change key pair every 3 to 5 years as 

per certificate

 practice statement (CPS) guidelines.

 Subscriber’s key pair should be changed every 1 

to 2 years.
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ECC  GUIDELINES ISSUED IN

NOVEMBER 2013 FOR PUBLIC SCRUTINY
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CAS IN INDIA

 Safescrypt: private sector.

 IDRBT: issues certificates to the banking sector.

 National Informatics Centre: issues certificates 
to the

 government sector.

 TCS: private sector.

 Customs and Central Excise: government 
department.

 MTNL: telecom sector.

 GNFC, (n)Code: private sector.

 e-Mudhra: private sector.
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APPLICATIONS WHERE ALREADY USED.

 E-Procurement. 

 Financial Services.

 Stock exchanges. 

 Banking Services. 

 Government.

 e-Payment System: Government of India

 e-Governance in India
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APPLICATIONS IN JUDICIARY

1. Instant posting of judgment on the web.

2. Secured electronic communications within 
judiciary

3. Authentic archiving of Judicial records

4. Submission of affidavits

5. Giving certified copies of the Judgment
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APPLICATIONS IN

TELECOMMUNICATIONS

 Subscriber’s services management

 STD/ISD, Opening, Closing, Initializing 

Password

 Shifting of telephones, Accessories (Clip, 

Cordless)

 Small Payments through telephones bills

 Books, gifts, Internet purchases

 Mobile Authentication of SMS

 Share market trading, Intra/Inter office 

instructions

 Mobile Phones as Credit cards

 Mobile operator can venture into credit 

card business
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APPLICATIONS IN TELECOMMUNICATIONS

(CONTD.)

B. Internal

 Intra/Inter offices authentic 
communications

 OBs, approvals, Instructions, 
requests

 Procurement of material

 Calling/Receiving bids, Purchase 
orders, Payment instructions

 Network Management functions

 Change of configuration, 
Blocking/unblocking routes
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E-GOVERNANCE

 Empowering Citizens

a) Transparency 

b) Accountability

c) Elimination of 

Intermediatory

d) Encouraging Citizens to 

exercise their Rights
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GOVERNMENT ONLINE

1. Issuing forms and licences

2. Filing tax returns online

3. Online Government orders/treasury orders

4. Registration

5. Online file movement system

6. Public information records

7. E-voting

8. Railway reservations & ticketing

9. E-education

10. Online money orders
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